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1. INTRODUCTION

1.1 OVERVIEW
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2. SYSTEM DESCRIPTION
2.1 APPLICATION OVERVIEW
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3. LOGGING IN TO BEAWARE
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L4 BeAware Server Admin

(£ Enter Username: I
e £

Enter Password: I

Laogin Cancel  Settings
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BeAware Server Configuration Settings L

“"For Advanced Users Only!" Flease provide the connection
information for vour Bedware Server,

Database Server Mame @ (R gl N EANE S

Authentication : |SDL Sepver Suthentication j

UJsername Isa

Password I

Server Mame IFL-'l'-.HLILF'

x|

apply Cancel Test
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BeAware Server Admin Console x|

L
- ) Caonneckion ko database server is successiul




0% & . ) L U#!

L4 BeAware Server Admin

‘4t Enter Usernarne: Iadmin

P

xxxxx

Enter Password: I

Laqgin Cancel  Seftings

Loading

BeAware Server...
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Ll BeAware Server Admin

Logged In As:
admin

PC Activity

(4 Applications
Chat Sessions
Emails
Screen Captures
Weh Sites
windows Sessions
Search Activity

P Activity Alerts

CRrRI@EHE

Relationship
Profilet

5‘: BCE Reports
Settings

ai, Users
@ Systermn Settings

=] Workgroups

ﬂ Ouerview

About
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| ¢ Fscenuve ) BeAware Saryar Admin
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Beaware Admin Console is used to view activities on various client machines which are monitored by
BeaAware. This tool is also used to manage users and update system settings.

View PC Activity

Select this option to view the chats, e-mails, screens, applications used,
websites visited and windows sessions,

Search Activity

Select this option to locate for the applications used, chats, e-mails and the
websites visited which satisfy specified search criteria,

PG Activity Alerts
Select this option to set ermnail alerts which will be sent in case certain keywards
are found in the monitored activities,

Relationship Profiler

Select this option to know the frequency of chats and mails sent by one client to
other clients. vou can also see the chat and mail contents,

BCE Reports

Go to this page to select reporting options and display reports about the
ronitored data,

User Management

Go to this page to manage BeAware server users, You can create administrator
and non-administrator users, update the details of users or delete thern in this
page;

System Settings

Select this option to manage client licenses and to see which clients are
currently connected to BeAware server, Tou can make settings for
backup/restore of data, vou can set email alerts for backup/restore process,
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4. ACTIVATING THE LICENSE
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CEX

| Rscentve) BeAware Saryar Admin

| Product License Manager.

License Category @ |Server v} Select the License Category you want to manage,

Serial Murnber | Verification Key | License Count
[y 27DCA4169199C4D0 E2E644309CA05C24 1

é License Manager ]E Connhection ﬁtatus] =T ﬁackup.-"F!estore1 EI Serverglerts] 4 [ata Management

| License Surmmary:
Total: Server: 1 Seat: 10

Activated: Server: 1 Seat: 10

To add a license, first select the category of the license abowe, and then click the Add
buttan,
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| ¢ Rscentive ) BeAware Saryar Admin

I% Lizense Manager ]E Connection Status & Eackupa’Hestare1 Eﬂ Server gleﬂsl j Lrata Management
| Product License Manager.

License Category ! Zelect the License Category you want to manage.

Senal Mumber | Merfication Key | License Count
(& CB0FEBDEGF1AC29E 432474 3BE020FFET 10




4.3 ADDING A LICENSE
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G fisente Server Admin
PC Activity
Applications License Mariagesr Connection Status | (32 Backup/Restore Server flertz | 3 Data banagement
s App =4 = )
Chat Sessions Product License Manager.
q
g Emails License Category : ;Sewer vi Select the License Category you want to manage.
Scoreen Captures
@ Web Sites Senal Murber I | License Count
. . &y 27DCA4163199C4D0 E 25544 309CA05C24 1
A Windows Sessions
o Search Activity
¢El PC Activity alerts
T Dalatianchin
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Senal Key ¢ [DAIBDEIBI5FEFE2

Yerification Kay : ||:ﬂ'_-|,1 o Eﬁggg ..IF;:;E - ]m.;g

BT Snosl

Note: Keys are case sensitive. All characters must be antered exactly as shown.

0$ & & ) % & )& $ %




CTTE——

| Co=tomer information requirsd. felds marksd with * are mandadory.

Full flame™ - m

Company™ & [Lacenive LLT

Address 17 £ [N Sping Gaiden Sireet

M-:Imcsz:|

City™ : [Priadephia

Stute™ : [Fréadeichia
L' Postal coda™ :|'|~5',_'._',3

Coartey ™ : [Linted States of America

E-mail Address™ ¢ | sy Eascanive com

Fhone Nimber® :[1. 215306000

Faic Mumber .'|

Lock wour licenses to this hardwsrs key™ ;
00111134 B4 1F =]

“Hardwans Kay : Seiect the apprepriates netwark card [0 snrvar is
using multple network cards.
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5.1
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Logged In As:
admin

PC Activity

3 Applications

€11 chat Sessions
Ernails

Soreen Captures
Web Sites
Windows Sessions
Search Activity

PC Activity Alerts

GBduEmER

Relationship
Profiler

!J.I BCE Reports
Settings

i Users

@y System Settings

i Wiorkgroups

#Bg Overview

About

$

ﬂ BeAware Server Admin

CONFIGURING SYSTEM SETTINGS
CONNECTION STATUS

) & +  $
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g Pscentve ) BeAware Saryar Admin

By License Manager =] Connection Status |é Backup/Restore | El Senver A\ertsl 4 Data Management
BeaAware Corporate Server - Connection status.

Shows all machines that have connected to the BeAware Server and their current status,

| windows Usemame _Client Type
rahul. patnaik.
1ahul. patnaik

| M aching Marme
' RaHULP
HULP

‘ Status. ‘
Success

| Last Connection [date/time]
Thu 08/27/2009 10:56:11 &)

| Client Version

s PM

Total Seat Licenses: § Used: 1 Available: 4 Befresh
Clients Presently Active: 1
Legends:
o Success M Failure B Inactive User @ admin Console (@) Corporate Agent
] EF

)

$$

+

%
&7
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&71J
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5.2 BACKUP/RESTORE
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L4 BeAware Se

Logged In As:
admin

PC Activity

fa Applications

€1 Cchat Sessions
Erniails
Screen Captures
Web Sites
windows Sessions
Search Activity

PC Activity Alerts

CRdnEEgd

Relationship
Profiler

‘5.: BCE Reports
Settings

i Users
B Systern Settings

] Warkgroups

u. Overview

About

| ¢ Facenine) BeAware Soryar Admin

Database Backup and Restore.

rmachine.,

Select type of backup operation

@ |mmediate Backup " Scheduled Backup
Backup Scheduler

Backup Folder Mame: |B&_BackUp & Ore time

@ Nomal Backup

" Delete data after backup & Recuring

Backup will be created on the server at "Di\WaibhavhBCS Backupy' location,

& Licenze Manager | [ Connection Status (3 Backup/Restore | G0 Server dlerts Diata b anagement
= & L

Set up or restore saved backups of vour data, The backup or restore process might take
long time to accormplish for huge amount of data. It might substantially slower down the

¥ Auta rename backup folder name with date

Backup Maw

Restore
Source Folder ] Select Folder

Restore Mow

Reset




5.2.1 Normal Backup Process

5.2.1.1 One Time
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5.2.1.2 Recurring
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Browse Restore Folder x|

Double click on folder name to select it
Backup Mame | Date |
;A 72042008 11:51:58 AM
0:ABCS Backuphawpril _backup20080314_112638 814/20038 11:26:38 AM
[:4BCS Backuphzwpnil _backup20080320_1394209 32042008 7:42:09 P
[:MBCS Backuphtt_backup20080828_112053 3/28/2003 11:20:53 AM
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53 SERVER ALERTS
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g Tscentive) BeAware Sapyar Admin

Server Email Alerts

I% Lizenze Managerl = Connection ﬁtatusl =] Backup/Restore ﬁq Server é'ETtS'] ’ LDiata Managementl

Zet up email alerts for server notifications and warnings. To enable 'Save alert' button select

[ Enable Email slerts

Enter Ernail Address

Send Alerts To

at least one Alert category and enter email address, Click 'Configure’ to set SMTP server
settings for sending alert mails, = . .
Mail Server Configuration
Database Free Space Below

r
[T Server Disk Free Space Below
™ Backup Initiated/Completed * Mail Server; The address of your outbound email server.
r

Restore Initiated/Completed

Zet SMTP server settings for sending alert mails,

Mote: Only enter username and password if your outgoing/SMTP
server requires them,

* E-mail Address: This address is where you want all of pour Bedware alerts to be

zent.

The following fields should only be filled out if vour Outgoing Email
Server requires a Username and Password, otherwise they should
be left blank.

SMTP Usermame:

SMTP Password:

Cielete 53

Close |

4 % % ) # % #

Mail Server Configuration E|

* Mail Server: The address of your outbound email server.

* E-mail Address: This address is where wal waht all of your Bedware alerts to be

Set SMTP server settings for sending alert mails. |

Mote; Only enter username and password if your outgoing/SMTP
server requires them,

iStuart@Iionking.com

seht.

jPeter@Iionking.com

The following fields should only be filled out if your Outgoing Email
Server reguires a Username and Password, otherwise they should
be left blank,

SMTF Usemame:

]

SMTF Password:

1
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« Tscentve) BeAware Saryar Admin

2 License Manager]@ Connection Status | (2 ﬁackup#Hestore]El Serverdlets | Data Management
Dizk Space

Free Disk Space Used Disk Space
51.93 GB 416.73 MB

[ata Management

% Free Disk Space Database Space Used

TA27 % 12.94 MB

Select an activity you want to perform on data.

" Data Archive

Select data filter. Activity will be performed on whaole data if filter is not set.
Crata Filter

Click Execute to perform selected activity,
Execute
Change Data and Backup Locations

Change data storage |location on server,

Path: |C:'\Documents and Settingztall Uzers\Applicat

Browse
Change image storage location on server,
Path: |C:'\Documents and Settings Al Usershapplicati Browse
Change database backup location on server,
Path: |D:\\-"aibhav\BE5 Backuph Browse
54.1 Disk Space
$ & $+ # + 7
- + $ + % ) $ % $
% $
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5.4.2 Data Management
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5421 Data Cleanup

$ & & 2 )
)& % # B #/
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Data Filtering Options x|

Filter Data by Selecting the Options Provided Below.

* Data Recorded Before: ||:|E:||'29|.'2|:||:|3 -rI
i" Data older than: |] 3: Days

[T Data Recorded for windows User: I.ﬁ.ll Llsers

[T Data Recorded for Machine: I.ﬁ.ll Machines

1= I =

[T Data Recorded forwarkaroup: I

Select Ackivity
¥ applications ¥ Screen Captures
¥ Chats ¥ web Sites
¥ Emails ¥ windows Sessions

Cancel |
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Browse For Folder 1

-

=

i E

El__' all about algarithms
M) APF

M) APFYiewer

M) APFYiewer_Old
Ff;l----__.' Archive

Ff;l----__.' BCE Database

El ) CleanUp

[ CPM

M- ) eRROR

El ! images

El i_! Installshield Practice
M) MCTS

EI i) Microsofk

El- ! Mews Folder on swapnilg

=

iCreate Folder ] Cancel
6 B & + $
9 + $ + $ % -
#)- $$3 3 ) +
$%
x
9P ) The Following data was Found;
\\-/ applications: 2734
Mails; 133
Screen Captures: 65
URLs: 383
Windows Sessions: 51
Are you sure you wank to delete this data?
Wrarning: This ackivity can not be undaone!
A 3 $% # $% # $) #
$ $ $
I $% # & . +
‘ I+ $ ) . $ ) $%
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5.4.3 Change Data and Backup Locations
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5.4.3.1 Changing the data storage location:
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5.4.3.3 Changing the Backup location:
: ) % -
$ $ & 9
4 I
5 $
$+ ). + I( # ) &




Ascentive

6.
6.1

+

CREATING USERS AND WORKGROUPS
MANAGING USERS
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24 BeAware Server Admin

CedrmErEe

1

)
&0

e

Logged In As:
admin

PC Activity

Settings

Applications

Chat Sessions
Emails

Screen Captures
wWweb Sites
Windows Sessions
Search Activity

PC Activity Alerts

Relationship
Prafiler

BCE Reports

Users
Systemn Settings
Waorkgroups

g Rscentve ) BeAware Saryar Admin

Manage BeAware Server Users.

Select Usernarme for details, Fields marked with * are mandatory.

Uszemame Usernarme® : ]

Password® :

]xxxx

First Marne® @ ]admin

Last Mame®* : ]admin

Job Title : ]

E-rnail : ]

Desariphon i (fofou Admin Accourt

B Sakiieer S

= ¥ sstus

_:. Admin Users: Users that can login into Server Admin Console and upload informatian.

2 Mon-Admin Users: Users that can only upload information.

(=] -~ . =
”Qelete & Save User g‘ Aszzign Workgroup

%

+3$ #

L BeAware Server Admin

Logged In As:
admin

PG Activity
3 Applications

€1 chat Sessions

#§ Emails

5f Scoreen Captures
Wweb Sites
Wwindows Sessions
Search Activity

PC Activity alerts

¢ 4w

Relationship
Frofiler

E.i BCE Reports

Settings

ol Users

| Tocenne) BeAware Soryer Admin

View, Create or Modify Workgroups of PCs or Windows Users.

Existing Warkgroups:

‘whorkaroup Mame | whorkgroup Description
ECE BCE Team
Consumer Conzumer members

-E Miew and Edit

:-’; Delete “‘2 Delete All




6.1.1 Creating a n ew User
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6.1.2 Saving user information
% $ +$ 7
0% #)-
Please re-enter your new password
oK Cancel
$
4 ! $ + # #
BeAware Server Admin Console
i) User information saved!
$ + + $ %




6.2 MANAGING WORKGROUPS

6.2.1 Creating a Workgroup

$0 # & $ - # # 2
# B # $ #T

(62N
©
R0
+

+
H
N

+

$ ) & "

&& $ ) .M 5N #
#

0.
@

)
. $ + ) # $ %
$ )

A . & $ % + $ #
% $ )+ #
L1 BeAware Server Admin
Logged In As: fecentive . BeAware =
e T Server Admin
PC Activity Create or Edit Workgroup of PCs or Windows Users.
@ Applications Workgroup Mame: 1Securit_l,l
m chat Sessions Description: |Security personnel
#§ Emails
(5 Screen Captures Member Type: Al Users -
- ebisites Available Mermbers: Mernbers:
e )
Rt TS RS ans mrun._al.khandekar Parikshit.So_Iao
W Search Activity nand|t_as rabl. patnaik.
negra|.gathe sheelg
6B e Activity Alerts Farikshit Solao soma.kar
rahul.patnaik,
% Relationship sheel
Profiler
swapnil. gulhane Remave
m'- BCE Reports ik aes
Settings
o Users Add Mew Member: ]
q"[] Systern Settings 1»3 Zawm | l% Cancel L%, Back
i Worligroups
|Save or update & workgroup|
> ) % $ .# + #




6.2.2

$ $
#
7

BeAware Server Admin Console

X

L]
\:Ef) Workgroup was created successully,

Viewing and Editing Workgroup

: )
B #
. $ T+
$ #
.$
# $ H

$0 H & %
$ %

)

Assigning a Workgroup

)
) ) %

) )

#0$ $%)

# #
+ + $
$ #
# 0 $
H#
$ +
|+ #)_
$ +% ) O
# #

%

$

H




Ascentive

Logged In As: m BeAware
admin
= Current user- admin
PC Activity I === o
— By assigning a user to a workgroup, they will only be able to view data ry.,
@ Applications for users in that workgroup,
81 chat sessions Available Workgroups: Assigned Workgroups:
g Ernails
Accounts Accounts
(3 Screen Captures Advertising Advertising
Employes Relationship Employes Relationship
Web Sites Games Games
Human Resource Human Resource
AF windows Sessions WhigTrial Add
o Search Activity |
€Il PC Activity Alerts Hemne
% Relationship ‘
Profiler |
ﬁt BCE Reports |
| T as
Settings |
o Users | mation.
g Systemn Settings i
i Warkgroups
‘ ; o Cielete o Save User g‘ Assign Workgrou
: xab @ Assign Workgroup
I
0$ % # + $ # + # .8
1
+ % # $ + $ ) o+

L1 BeAware Server Admi

Applications
Chat Sessions frequently.
Ernails

Screen Captures Advertising

From |12£05£2DD? 'i
Employes Relationship

To [Games
Hurnan Resource

Web Sites

Windows Sessions

Logged In As: m BeAware >
Lagas, 2 TAscentive ) Server Admin
PG Activity view relationships through Profiler.

The Relationship Profiler shows you the relationships of people in your arganization based on their emails and instant
message chats, Select a Windows User or PC at vour company to wiew a specific Relationship Profile. vou'll see the
most common senders and receivers of their chats and emails so you know who they are corresponding with most

Workgroups: lAccounts '!
decounts |

Worlgroup Members: iAIIMachines v!
Category: ]AII v!

U Type |

Show

fxmEahRee

Srarch Artivity

6.2.4

$
#

Deleting a Workgroup

) $ #

# 0% .
.+

$ #

B

4 .
+
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".] BeAware Server Admin

Logged In As:
admin

PC Activity
Applications

Chat Sessions

¢ Fecenve) BeAware Soryor Admin

crirEERREE

-4

Ermnails

Screen Captures
Wweb Sites
windows Sessions
Search Activity

PC Activity Alerts

Relationship
Frofiler

BCE Reports

Settings

=

6.2.5

$

lsrrs

Deleting All Workgroups

VYiew, Create or Modify Workgroups of PCs or Windows Users.

Existing Workgroups:

Hurmnan Resource
Employes Relationzhip
WwikaTrial

Games

Security

Thisg iz an HR group
Thig iz an ER group
w'lgTrial

Thig iz games workgroup

Security perzonnel

BeAware Server Admin Console

\ ? } Are you sure you want to delete the selected workgroup?

‘% LCreate

$ #

f'& Miew and Edit

fl’; Delete

whorkgroup Mame l Workgroup Description l
Advertising Thiz iz an advertizsing group.
Accountz Thig iz an Accounts group
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MONITORING APPLICATIONS

&+ % &

)

& $ % $ )&

¥ P

_lnix]
Logged In As: | m BeAware :
Logge T Server Admin
PC Activity windows Lsername: |AIIUser3 'I Machine Mame: IAIIMachines v|
3 Applications
8 chat sessions & Screen Captures | &) Wb Sites | ey Windows 5 essian
& Emails i Applications e Chat |48 Email
(5 Screen Captures View applications launched by user.
@ web Sites =
Start Time Windows Usermmame &
s Windows Sessions
. Search Activity 1% Thu 08/27./2009 10:10:20 &M Outlook Express rahul patnaik
— fgi Thu 08/27/2009 03:58:45 AM Motepad rahul patnaik,
& PC Activity Alarts £ Thu 08/27/2003 0356:424M | Skype rahul patnaik
& Rela_tionship If!'i Thu 08/27/2009 03:56:30 Ak Skype rahul patnaik,
Profiler % Thu 08/27/2003 09.55:31 AM Skype rahul patniik.
a, BCE Reports fg‘i Thu 08/27,/2009 09:55:28 Ak Skype rahul patnaik,
[‘."!i Thu 08/27./2009 09:55:25 A Skype rahul. patnaik.
Settings (% Thu D3/27./2009 09.55:20 &M Skype rahul patnaik hd
4| 3|
al. Users 3
: M | ot B
2 Systern Sethings '
Eteliorkgraups Program Location:  D:ABEFORE FORMATASOFTWAREN\SHARED SOFTWARE\PROCEXF EXE
g Overview Time Opened: Thu 08/27/2009 10:22:40 AM
About Time Closed: Thu 08/27/2009 10:22:51 &M
Duration: 11 Sec
0 X Delete 3 Delete all
Gy {il
$ & $ + # + + $
$ ?2@7

7

7 & $ #H < $ #

)& $

44



7.1 SORTING THE RECORDS

2 $ ) $+ #+ & . $ %
$ $ & $ +

7.2 PRINTING THE CAPTURED DATA

2 $ 1" # $, . %

Print All Pages
Print Application [hem
Frint &pplizations Surmmay

$ $ $ $
+ #
x

Select the Date Range to filter the records, and
click Ok. Click on cancel to view all records.

From: [0z/2009 =] 1o, |09jozizoos x|

OKI Cancell
4 % #+ $$& 9 $
. $ ) $ + $
&
L # & $
0 $ S $
$ $ & + %
1" # , &#$ & 2 $
1" #
7.3 DELETING RECORD
, + $#
)
, . $ )
i
- # ) $  + % + ,
K $ &
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& ) &

MONITORING CHATS
+3$ $

+ $

9

o#

%

A5

$+ #9% # 7

Logged In As:
admin

PC Activity

% Applications

€1 chat Sessions
S‘ Ernails

(%1 Screen Captures
Web Sites

4 windows Sessions
¥ Search Activity
€8 PC Activity Alerts

% Relationship
Profiler

a) BCE Reports

Settings

. Users
Bl Systern Settings

] Workgroups

=1oix]

-

E BeAware Server Admin

Ascentive

BeAware Sarver Admin

windows Username: |AIIUsers 'I Machine Marne: |AIIMachines ‘l

Wieb Sites
Chat

& Screen Captures ‘Windows Seszion

] |

=) Applications m |9
Supports all the major chat clients like AOL/AIM, MSN, WLM, Google
Talk, Yahoo, Skype and I1CQ.

Email

Screen Mames

Time Captured

Sa Thu 08/27 /2003 0 04 Ak Mot Available-Mot Available 1 min 5
9'3 Thu 08/27/2009 03:57:03 &b Mot &vailable-Mot Available 1 min 3
S‘j Thu 08427 /2003 09.57:.02 AM Mot Available-Mot Available 1 min 3
E‘Q Thu 08427 /2003 09:57:00 AM Mot Available-Mot Available 1 min 4
9‘3 Thu 08427 /2003 09.56:54 AM Mot Available-Mot Available 1 min 3
Q Thu 08/27 /2003 09:.56:50 AM Mot Available-Mot Available 1 min 5

&1 Thu 08/27/2009 03:54.14 &M

A

Mot Available-Smita S shasrabuddhe

Blot donilalie hIot A.I_:I_LI_

4

: Show messages from: Yesterday 7 davs 30 days From Beginning :|
[2/20/2009 5:41:49 PM] Rahul Patnail: Hi Rodney

i [2/20/2009 5:41:58 PM] Rodney Norman: Rodney Norman has shared
About contact details with Rahul Patnailc.
ka Wia TATea TaTaTa B0 Ea FaTatho bW o i ¢ I (SRR, ' USRS ) LI
¥ Delete 3 Delete all
$ 9 & $+ # + 7

7 & $ ## < $ #
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8.1 SORTING THE RECORDS

2 $ ) $+ #+ & . % %
$ $ & $ +

8.2 PRINTING THE CAPTURED DATA

2 $ 1" # $, . %

Prirt &1l Pages )
Print Apphication [bem 2 $ 9 7
Print &pplications Surmmary

$ $ $ $
x

Select the Date Range to filter the records, and
click Ok. Click on cancel to view all records. |

From: |Wozizoos x| g [omozizoe x| |

Gk I Cancel |

1" # , &#$ & 2 $
1" #

8.3 DELETING RECORD

, + # : )
, .3 )
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9. MONITORING E-MAIL

$ . ) & $ + + % % )& $

0 % A5 $ #+ $ +  #
% 7

6

8
. +
. 38&
9.1 SENT EMAIL

-loix]

3 Applications

Logged In As: | m BeAware -
Laee < Server Admin
PC Activity Windows Username: |AIIUsers vl Machine Name: IAIIMachines v[

§l chat Sessions & Screen Captures | &) Wb Sites | ey Windows 5essian
S‘ Emails 3 Applications |$ Chat g Email
(5 Screen Captures Yiew sent and received emails. Supports AOLmail, Yahoomail, Hotmail,
— . Gmail. and Outlook.
@ web Sites o
E‘j Zent email iﬂﬂeceived ernail
4 windows Sessions
% Search Activity Ui
adam Schran aily
¢l PC activity Alerts B 'wed 09/26/2009 02:49:19 PM M anjusha Singh RE: Pha
% Relationship f‘ﬁ ‘wied 08/26/2009 10:51:.57 AM Wikrant Chandra <vikiant_chandrai@persistent. co.in Fe: Fefe
Profiler f‘J ‘wied 08/26/2009 10:14:43 AM Wikrant Chandra <vikrant_chandrai@persistent. co.in Re: Refe
a. BCE Reports TJ Tue 08/25/2009 07:12:36 PM adam Schran Daily Up
fﬁ Tue 08/25./2009 05:31:50 P Shehal K.awale RE: Sna

Settings ?J Tue 08/25/2009 04:30:45 PM Wandita Sathe RE: Upc &
| | 3|
al. Users
= Hd oo B
@ Systern Settings
i Workgroups ﬂ
; Hi Adam,
Bg Overview | Today:
About
1. Working with Vaibhav, on BCE 7.4.1 testing. hd|
A O X Delete 8 Delete All
=4 =0l

+ # & 7
: 7 &% $
: & $ 7@ $%

)& $

4A



9 7 & % K +%
7 &3 $ + +$

' 7 & $ ## < $ #

9.1.1 Sorting the records

2 $ ) $+ #+ & . $ %
$ $ )& $ +

9.1.2 Printing the captured data

2 $ 1" # $, . %
Prirt &1l Pages )

Print Apphication [bem 2 $ 9 7
Print &pplications Surmmary

$ $ $ $
+ #

Select the Date Range to filter the records, and
click Ok. Click on cancel to view all records.

From: |Wozizoos x| g [omozizoe x|

- Ii

OKI Cancell
4 3 #+ $3$& $ $
. $ ) $ + 8
&
CH# & $
0 $ % $
$ 3 & + $
1" # , & # $ & 2 $
1" #

4>
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9.1.3

Deleting Record

9.2

RECEIVED EMAIL

[l BeAware Server Admin __ . =100
temEmRIANAmI .
Logged In As: | « “ifcentive.) BeAware :
S e Server Admin
PC Activity Windows Username: INI Users e Machine Name: IAIJ Machines 'I
5 Applications
§l chat sessions & Screen Captures I L] Web Sites |,°,?J Windows Session
& Emails s Applications I@ Chat 45 Emsil
(5t Sereen Captures View sent and received emails. Supports AOL, Yahoo, Hotmail, Gmail, Outlook.
® web sites B sentemail Egecew&d email
¥ Windows Sessions
X Time Received = From cC
olienh aciuly M| Richard Mierk |
el PC Activity Alerts 1 Fri 05/29/2009 01 11:02PM Steve Adward Timesheets
- :
% Relationship ; Fri 05/25/2009 12:38:36 PM Stuart Cox Manzil
Profiler L7 Fi 05/29/2009 12:15:36 PM Monica Sim RE: Update RS-Tool Swapnil Gulhane
# BCE Reports %1 Fri 05/29/2009 09.42:08 AM Stuart Cox Vikas Shamma is on leave today
ks % i 05/29/2009 09:41:54 AM Steve Adward Happy Bithday!!! IIPL NAGPUR
- %] Fri 05/29/2009 09.40:23AM | Steve Adward Re: From yahoo Tabbed to many testascentive, rab
Settings
q | =
. Users
: “4 i 1 P
& System Settings
sl Workgroups j
ﬁ. Owerview
[ About
Regards. =
g == X Delete 32 Celete All
i :‘_;E
[

9

7

& 7

& $

& $ K

7

% $

+ 3

+3$ %

& $ ##

% )& $ $

%

< $ #




9.2.1 Sorting the records

2 $ ) $+ #+ & . $ %
$ $ )& $ +

9.2.2 Printing the captured data
2 $ 1" # $, . 8%

Frint All Pages )
Print Application [kem 2 $9 7
Frint &pplizations Surmmay
L
$ $ $ $
+ #
x
Select the Date Range to filter the records, and |
click Ok. Click on cancel to view all records. I
|
From: [0z/2009 =] 1o, |09jozizoos x| |
Ok I Cancel | !
|
4 3 #+ $%$& 9 $
. $ L) $ + $
&
L H# & $
0 $ 3 $
$ 3 & + %
1" # &# $ & 2 $
1" #
9.2.3 Deleting Record
: + S #
)
, . $ )
i '-\_._\'.-
- # ) $ + $ +
K $ &
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10.

<

& % $

TAKING SCREEN CAPTURES

)&

E BeAware Server Admin

=100

Logged In As: | « 5Centve) BeAware :
LRagETiAs g Aecenavs Server Admin
PC Activity windows Username: |AIIUsers 'I Machine Mame: IAIIMachines VI
@ Applications
§il chat Sessions % Applications I Q Chat | g Emnail
S‘ Ernails & Soreen Caphures ||g| Web Sites | e Windaws Session
(5 Screen Captures View screen shots on user's PC captured by BeAware.
@ web Sites - — = S
Time Captured 7 I b g e =g
¢ Windows Sessions (1 Thu 08/27/2009 105523 8M  1ah e e A i
S Search Activity O Thu 09/27/2009 10:52:23 M 1ah i
- | O Thy 08/27./2009 10:49:22 AM 1ah
Bl RC activity Alerts 3 Thu 08/27/2009 10:46:22 &M rah "
& Relationship (5 Thu 08/27/2009 10:43:22 AM raht i
Frafiler (7 Thu 08/27/2009 10:40:22 &M rah
ﬂl BCE Reports 3 Thu 08/27/2009 10:37-21 AM rah
i Thu 08/27/2009 10:34:21 A 1ah
Settings F Thu 09/27/2009 10:31:21 AM 1ah
U5 Thu 08/27/2009 10:28:20 AM 1ah
4. Users {7 Thu 08/27/2003 10:25:20 &M 1ah
@ Systsm Ssttings Il.__aThu 08/27/200910:22:43 AM 1ah
& Thu 08/27/2003 10:13:43 AM rah
@ Waorkgroups 5 Thy 08/27/2009 10:16:42 AM rah Eid i T
[ A [= e 1mage above Tor Tull-screen
(D Th 08/27/200910:13424M  1ah o Slide Show
| 3 Thu 08/27/2009 10:10:42 AM 1ah o
% Overview | ;‘I I N Machine Mame: RAHULP
About User MNarie! rahul.patnaik
» Capture Tirne:  Thu 08/27/2009 10:55:23 AM
M Delete % Celete all
$ & ) & $+ # + 7
- H#H & 7 &$ # $ <
- 7 & $ ## < $ #
2 $ ) $+ #+ & . % %
$ $ )& $ +




10.2 PRINTING THE CAPTURED DATA
2 $ 1" # $, . %

Frint All Pages )
Print Application [kem 2 $% 7
Frint &pplizations Surmmay
L
$ $ $ $
+ #
x
Select the Date Range to filter the records, and
click Ok. Click on cancel to view all records.
From: [0z/2009 =] 1o, |09jozizoos x|
Ok I Cancel |
4 3 #+ $%$& 9 $
. $ o) $ + $
&
. # & $
0 $ 3 $
$ 3 & + %
1" # , & # $ & 2 $

1" #

10.3 VIEWING AS SLIDE SHOW
& % $ $
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Screen Capture Slide Show

Slide # 1 of 555

Click the image below for full-screen view,

4h

o BeAware Remete Setup 6.7

oo

Select Remote Computers and Change Thes Options
Select corguters by cicbing the chack box. Changs the sattings and
ik “Save Options” to update the settings on af remate Computers
Intad in “Sebscted Congutery”

our netmods's corputers
On WA EW A
os vkasy
Om vess
Om vrRanT2
om vnar
Om wnarx
O® VAT x
VINAYYANTS
MNOD)
VISHaL v
>

Sedected corgutess
WNCOJ

Save Options :ﬂ |

Nomal |4

Fri 11/03/2006 02:33:16 PM

Scieen Cagtum | Web Dgtiors | User Actiaty | Prvete Tew |
Montng and Upoads ) Chatwalch |

Configure Monitoring and Uploads Settings
' 2 Enatle Montcany St Sorver

i au e Tolir & Copouse Server
‘4[] Show Systen Tray lcon

on Remote Computet

" Detwye.con

The usemane and patiwond bets remote nachnes Yararst PC
activty to the Bsdware tarver.

Usesnane [adren

Prooy Seever

3

$+ # $ % #$

#%

$ $ #H% $ +

- )&

#$
$$ &
'S

& L # S+ #

% +
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10.4 DELETING RECORD
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11.

MONITORING WEBSITES

)

&("+%$ ) % )&

% A5 %  +$ + #)) 7
- %2
0 2
[l BeAware Server Admin = | Ellil

Logged In As: | « < ontve.) BeAware :
Loggedsicas g Ascentive Server Admin
PC Activity Windows Username: |AIIUsers vI Machine Marne: IAIIMachines vl

@ Applications

Q}: Chat Sessions L?F Applications I Chat |g Ermail

& Ernails & Sereen Captures L] i/eh Sites |,*,e Windaws 5 ession

Yiew website visited by user. Supports all latest versions of

Netscape, Opera, and Chrome.

‘weh Sites Visited

hittpa: feane katak. comd1 001 mp/netapp/M ainPage jsp

‘5, BCE Reports

Settings

afi Users

(7 Screen Captures
@ teb Sites Internet Explorer, Firefox,
¥ Windows Sessions Time Captured
& Search Activity . Tu
E Tue 08/25/2009 11:42:56 &M
8 PC Activity Alerts &) Tue 08/25/2009 11:41:56 AM
b Relationship Q Tue 08/25/2009 11:40:26 AM
Profiler Q Tue 08/25/2009 11:40:17 &AM

"tk A A kotak, comAKotak_GroupSite/default htm''
""hitp://digite1: 8080,/ digite /R equest " ey=framework_main&Co. ..
""hitp: /A digite: 2080/ digite/R equest PKey=framework_main&Co..,
"hitp: //digite1: 8080,/ digite /R equest ?K.ey=pop_routereject_com...
"hitp:/digite1: 8080/ digite/R equest *Key=framework_main&Co...

E Tue 08/25/2009 11:39: 26 AM
Q Tue 08/25/2003 11:38: 23 AM
E Tue 08/25/2003 11:37. 44 AM

< |

"hitp: //digite1:8080,/digite /R equest K ey=framework_maindCo.. I
3

8 Systern Settings « q of 2
] Workgroups
Selected URL:
"https:/fwww kotak.com/j1001mp/netappflogoff.isp”
% Overview
About
X Delete 3 Delete all
$ %&
$ & $+ #+ 7
7 & $ $ 3 % $
+ )
' $ 7 & $ +$ ) ,$% %
& $
' 7 & $ ## < $ #

56



11.1 SORTING THE RECORDS

2 $ ) $+ #+ & . $ %
$ $ )& $ +

11.2 PRINTING THE CAPTURED DATA
2 $ 1" # $, . %

Prirt &1l Pages )
Print Apphication [bem 2 $ 9 7
Print &pplications Surmmary
T o
$ $ $ $
+ #
i
Select the Date Range to filter the records, and
click Ok. Click on cancel to view all records.
From: |Wozizoos x| g [omozizoe x|
Gk I Cancel |
4 $ #+ $%$& % $
. $ ) $ +  $
&
. # & $
0 $ 3 $
$ 3 & + %
1" # , & # $ & 2 $

1" #

11.3 DELETING RECORD

, + $#
)
.. $ )
i
- # ) $  + 8 + ,
K $ &
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12. MONITORING WINDOWS SESSIONS

) & $ 0+ # # < # | #
$ &
"%
$0 & $+ # + 7
& 7 & $ + $
$ < %
7 & $ < %
# & 7 & $ +$ $,3% %

7T & $ ## < $ #

12.1 SORTING THE RECORDS

2 $ ) $+ #+ & . $ %
$ $ )& $ +
&

# &

5A



12.2 PRINTING THE CAPTURED DATA

2 $ 1" #
)
2 $% 7
$ $ $
+ #
4 $ #+ $3& $ $
. $ ) $ + $
&
# & $
0 $ % $
$ %
1" # &#$ &
1" #

12.3 DELETING RECORD

F

I
= 4 ) $ o+
K $ &




13.

SEARCH ACTIVITY

& & $ $
0

$ # 7
$ + &) .& 7@ $

)+ $ $

I$ 1 10)

) $ )+ +
$ #

. $

$ & )&

0 < + $
# &

$ # &
$ 9 )& $
+ $
$ $ $ 3 + $
$ $( # + B &
$, $ & )

& +& $ . &

#&+ $%$%

& $ +

& $ +

$




13.1 APPLICATIONS
13.1.1 Search Criteria

$! #& + + + $ +
+ ) $
! 7 . &
7 + $3$9%
7 $3$ %

13.1.2 Search Results

I+ $ $ + # &, $ + # +
&
7 & $ $ $
7 & $ 2@ + $ $
7 & $ ## < $ #
$ + #
/ # + $ 3% + # o+ &

7 &% $ 3
7 & $ +$
7 & $ +$

7 & $ +$

13.1.3 Sorting the records

2 $ ) $+ #+ & . $ %
$ $ )& $ +

)& $




13.2 CHATS
13.2.1 Search Criteria

B $ $ $! #&
+ #+ ) $
! 7 .&
7 + $$%
7 $$%

13.2.2 Search Results
+$ $ + $ #& $ +

7 & $
7 &% 3%
7 & $ +$
7 & $ ##
+ $ 8 %

13.2.3 Sorting the records

2 $ ) $+ #+
$ $ )& $ +




13.3
13.3.1

13.3.2
+ $

13.3.2.1

EmMAILS
Search Criteria
$! # &
$
7 L&
7 + $3$%
7 $3$ %
7 + $3% $
7 + $ $% #9$
7 $
$ +
# 7 $ # %
$ %
Search Results
+ #& $ +
Sent Mail
$
|, 7 & $
& $ %< $$3
7 &% K +3 $$%
& $ + +$
7 & $ ##
$ ) $+ #+
$ )& $




13.3.2.2 Received Malil
+( % +  $ 7

7 &% <

9 7 &% )K +3% ,$%8%

7 & $ ## < $ #

13.3.2.3 Sent Mail and Received Mail

+) $ ( % + $
I, 7 & $ $ $
7 &% %< $$9%
7 & $ <

9 7 &% )K +3% ,$%8%

7T & $ ## < $ #
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13.4 WEB SITES
13.4.1 Search Criteria

B 0) (" $! # &
+ #+ ) $

! 7 .&
7 + $%$%
7 $$93

13.4.2 Search Results

+$ $ + (" #& $ 4+
7 & $

13.4.3 Sorting the records

2 $ ) $+ #H+
$ $ )& $ +
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14. CONFIGURING PC ACTIVITY ALERTS
$ &: % & #

$: %N & # $ #
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14.1 SETTING A PC ACTIVITY ALERT

+ # % &, . $ % ) #
%
)+
1 & % #+ #
# ? & B @7 $ % $ #$
$% )
? &B @7 % $ $
$ % $
7 # $ %
7 + $ %
% ., . $ )
%H#HS , .9$ )
$  # ) & ?2@ $ & +& $ .& )
$ #& + $% # )
1$ 1 10)
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14.2
+#

SETTING AN ALERT FOR ANY CATEGORY
+ & # &7

. $ ) + 8 + 3
$+ # $ )- 7
7 & ?@+ $%& $ $
? @7 $ 7@ $%
$ #&+ $%$& #$
$ ) + 8
& S$# +$: % &

2 $

14.4
+& $

SORTING THE RECORDS
) $+ #H+ &
$ & $ +

DELETING AN ALERT

& 7
+ $#

. $ )

$

%
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15. MANAGING RELATIONSHIP PROFILER

, & % $ $ + & # *
) +% %
& %
2) ,
$ & % & $+ # + 7
# &
4 .
5
- P $ $ )
6 2 # &7
7 $
. 7 + %
& 79%)
9 & 2 $ + ) +
70 &
7 ( &
7 ) % &
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16.

16.1
G&

16.1.1

GENERATING REPORTS
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16.1.2 Chats
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16.1.3 Emails
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16.1.4 Websites
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16.1.5 Keyword Alerts
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16.2

VIEWING TIME-BASED REPORTS

0 % $ ,0# ,0 $
$ % # + 0 # 0
I $
MB & N )+ # MB
N
B # % )&
$ + $ % B -
$ )
4 . $ M - N
5 $ B - ,M <= +
6 $ M - N +& $
9 .$M 6 N)
$ + $ & $ 2

94




16.3
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VIEWING WORKGROUP-BASED REPORTS
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17. BCE ERROR REPORTING SERVICE
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18. TROUBLESHOOTING TIPS & FAQ
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