Corporate Server — Data Backup

BeAware has a built in data backup system. The blatkup does a backup of all your
dataexcept screen captures due to the file size as wellasitount of time the backup
would take to run.

It is normally recommended to run your backup difitaurs to avoid any slow down
issues on your Server. Depending on how muchigddteing backed up will decide how
long the backup will take to run. For exampleganork with 3 monitored machines
may take 5 minutes where a network with 30 monditanachines may take 15 minutes
(Please note these are not actual times, only eegnp

Setting up Backups in BeAware

1) Open the BeAware Admin application
2) Click on “System Settings”
3) Click on “Backup/Restore” tab

Backup:

Backup Folder Name: Choose a name for your backup folder. You can niaargything
you wish

Nor mal Backup: System backs up your data (minus screen captundsj@es not delete
any files.

Delete data after backup: System backs up your da&D deletes all data in the
BeAware Admin console

Auto rename backup folder name with date: Each backup is stored in the folder that
you created. If you select this option, each backilipsave with the date and time rather
than something like “backupl...”

Scheduler:

Onetime: Only run backup once. Does not repeat. If youcsehes option you must

also set the Date and Time you want the backugdaro

Recurring (Recommended)Set up a backup schedule to run daily, weekly, mmgnon
certain days, etc. Please note that the backup mmtedelete older backups. You will
need to manually delete them. The backups are sitegt files and their size will depend
on how much data they contain (how many peopleayeunonitoring, how much data
they have recorded, etc). The more often you kdackup, the larger the main file will
become. You can manually go into this folder ani@teéeolder files if you wish.

Set Rules: Saves your backup configuration and schedule.



Backup Now: Starts a backup immediately.

And a reminder that no screen captures are savatgdhe backup, which means you
will not have any screen captures once your batlagdbeen restored. Please see the
section “Offsite Backup” below for instructions backing up and restoring your screen
captures.

Restore Function

WARNING: Performing a restore from a backup file will erddd_ current data that

has been uploaded to your server. Any files updaaiter the date and time of the file
you are restoring will be lost and un-recoverabla. example, if your backup file is from
January 3, 2007 at 10:37:01 AM, any files that@neently in the system from January

3, 2007 at 10:37:02 AM and forward will be lostndda reminder that no screen captures
are saved during the backup, which means you wilhave any screen captures once
your backup has been restored. Please see thens&sffsite Backup” below for
instructions on backing up and restoring your Stiesptures.

To restore a previous backup, click the “Selectledl button. A window will open with
all available backup files. Double click on theedand time of the file you want to
restore to select it. Click the “Restore Now” loutto restore the backup file. Just as
with the backup process, it is recommended to nmya Restore during off hours to
avoid slow down issues with your Server.

Off Site Backup

Please Note: This is only a recommendation of how to perforrsite backups. We do
not support setting up or restoring files from &instte backup and accept no
responsibility for improper setup of an off siteckap. Further, we can not make any
recommendation as to the best way to back up yatar @. CD, DVD, off site server...).

What is an Off Site Backup?

An off site backup is where you copy data to anothedia source in the event that your
main backup system fails. It is merely a secongaggaution to protect your data from
being lost in the event of system failure as highly unlikely that both systems would
fail at the same time.

An off site backup can be done to CDs, DVDs, exkdnive, tape drive, etc and then
taken physically out of the location of your ses/eo that if something such as a fire,
flood, burglary, etc occurred, you would be ablegstore your data from the media that
you moved to the outside location. Another ofé giption is to backup your data to a
web server.



What to Backup
Your files are stored in two locations on your Sgmnachine.

Screen Captures:
C:\Documents and Settings\All Users\Application ®@BAServerData\Image

All Other Filesand Settings:
C:\Documents and Settings\All Users\Application &Ascentive\BCS Backup

To backup your data to an external source, youldhmaint your backup software to the

two folders above.

How to Restore Files

To restore these files, navigate to your files frgoar off site backup location or media
and copy the files directly to their correspondialglers:

Screen Captures:
C:\Documents and Settings\All Users\Application ®@BAServerData\Image

All Other Filesand Settings:
C:\Documents and Settings\All Users\Application &Ascentive\BCS Backup

Once you have copied the files back to your Semwry images will show up
immediately in your Admin console. To restore tiieer recorded data and settings
continue to the next paragraph.

To restore all of your other recorded data, plesgesection “Restore Function” above.



